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User authentication

Three possible factors of user authentication

» Password

Something » PIN code

you KNOW

: : » Fingerprint
ySomething j, » Voice recognition
you ARE | » Face recognition

» SmartCard
» USB token
» Smartphone
» Wearables

Something
you HAVE
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User authentication to a remote server

Device Remote
Server

Something D E
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The password perIem
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The idea of FIDO

> Fast IDentiy Online

SECURITY

Strong

» The core ideas of the
FIDO Alliance are

— ease of use
- high security
— good privacy

Weak

>

Poor Easy

USABILITY
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Basic working principle of FIDO

_ ~ o
Require user gesture I o
before private key alliance
can be used Authenticator
"""""""""""""" a
User
verification (S' d)
ighe

*, Response

Platform (e.g. TPM) or
removable token

P 3

)

Remote
Server
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FIDO 1.0

alliance

]

Authentication Biometric User Authenticated Online
Challenge Verification®

Second Factor Experience (U2F Standards)

Y N
Second Factor Insert Dongle* / Press Authenticated
Challenge Button Online

*There are other types of authenticators
https://www.slideshare.net/FIDOAIlliance/getting-to-know-the-fido-specifications-technical-tutorial
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U2F registration

~ : o
U2F FIDO Client / Relying alliance
Authenticator Browser Party
AppID, challenge
W_J
a
a; challenge, origin, channel id, etc.
generate: ~ ~- ~
key Kous fc
key kpriv . .
handle h Koub, D, attestation cert, SIgnature(a,fc,kpub,hL
- J
he fc, k,,p, h, attestation cert, s
S p
store:
key kpup
handle h
2018-03-29
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U2F authentication

retrieve: key k.,
from handle h;
cntr++
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U2F

Infineon

i

FIDO Client / Relying
Authenticator Browser Party

handle, AppID, challenge

7~

h a
h, a; challenge, origin, channel id, etc.
) N\ J
V
fc
cntr, signature(a,fc,cntr)

(. J >

Y~
S cntr, fc, s
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FIDO authenticator concept

Injected at
FIDO Authenticator _ manufacturing,

. doesn’t change
Attestation Key 0

Generated at
runtime (on
Registration)

User
Verification /
Presence

] Authentication Key(s) N &

Transaction
Confirmation
Display

: anp . --==::::::'_‘_','_'.'.'.A.'.'.‘.-.‘.. ........... APDU-like
Security-critical operations

~ commands

— Key generation

— Key storage

o)

— Cryptographic calculations
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The FIDO History

— 2012: Foundation of the FIDO Alliance
Paypal NOk Nok

LABS

Lenovo.

G] Synaptics’
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le.

| @B gn ..
=0 ertme New U2F  Adoption
Certification ~ 1ransports
FIDO 1.0 Program
First FINAL
Specification Deployments
neady Review Draft
FIDO Ready
Alliance Program
Announced '
A
FEB DEC FEB FEB-OCT DEC 9 MAY JUNE TODAY
2013 2013 2014 2014 2014 2015 2015 >250
6 Members Members

https://fidoalliance.org/about/history
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FIDO Alliance board members

" Microsoft PayPal aetna Nok Nok (" Bankof America.

S >
HAB MasterCard //

£ > - .
x @ Infineon <> wASCC>

ARM Daon \” SA . Crucial ‘WI @ BCcard

oberthur
3N Google @sterthu JE2  @gis

11111111111

USAA® Qun.u.:o;ww

yubico (inte)) @snwis décomo -

https://fidoalliance.org/about/board
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FIDO certification

fido§&

Certified

> Available to everyone 0
> Ensures interoperability b
CERTIFICATION

»  Promotes the FIDO ecosystem

\l—»

-

) > | : > O S
CONFORMANCE INTEROPERABILITY e CERTIFICATION
SELF-VALIDATION TESTING CERTIFICATION MARK USAGE

T

:@:
Q 3 0 0 + FIDO CERTIFIED 1 5 B‘ﬁ:ﬁﬂaﬂo SUBMISSION TRADEMARK

U
SOLUTIONS ° PEOPLE CRITERIA LICENSING

I} —

AGREEMENT

https://fidoalliance.orqg/certification
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FIDO U2F adoption

"Today, we're adding Universal 2nd Factor (U2F)
security keys as an additional method for two-step
verification, giving you stronger authentication
protection."
August 12, 2015

"Google for Work announced
Enterprise admin support for
FIDO® U2F 'Security Key"
April 21, 2015

"Qualcomm launches
Snapdragon
fingerprint scanning
technology" March 2,
2015

Bankof America

B

"[T]he technology
supporting
fingerprint sign-in
was built according
to FIDO (Fast
IDentity Online)

"Largest mobile network
in Japan becomes first
wireless carrier to

enhance customer Ztantdargs-" s
experience with natural, zgi’sem er 15,

simple and strong ways

"Microsoft Announces FIDO to authenticate to

Support Coming to Windows  DOCOMO's services using
10" FIDO standards."

Feb 23, 2015 May 26, 2015

2018-03-29
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"GitHub says it
will now
handle what is
called the
FIDO Universal
2nd Factor, or
U2F,
specification."
October 1,
2015

afineon

“Well, today, a
HUGE thumbs
up has
happened —
Facebook has
upgraded the
login security for
its 1.8 billion
users by
integrating
...FIDO U2F
Security Key into
its social
platform.”
January 26,
2017
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The U2F user experience

Authentlcalor

." Sign in
SCHER

Insert your security key to use it ™

After inserting, tap your key if it has a button or gold disk.

(] Trust this computer

Send SMS instead

Touch & hold

Hold your security key flat against the back of this device c 2_Step ve riﬂ cation

CANCEL

Insert Security Key

Insert your security key into a USE port. If the key has a blinking light, press the
button or gold disk.

.I

capqlock

Insert your Security Key

Use a verification code instead

Don't ask for my Security Key again on this
Meed help? computer
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FIDO 2.0
fido e

» Developed since February 2016 ALLIANGE | authentication

»  Official announcement at April 16, 2018 at the RSA Conference

RSA Conference

When: April 16, 2018 - April 20,2018 - All Day
Where: Moscone Center, San Francisco, USA

RSA Conference is one of the largest and most influential events in cybersecurity. Look for the Alliance and our members in session and on the expo hall
floor.

Google and Microsoft Debut: Replacing Passwords with FIDO2 Authentication

April 20,2018 | 10:15 AM - 11:00 AM

FIDQO’s modern authentication ecosystem is leaping ahead in browsers and online platforms. In this panel, Google and Microsoft security team leaders will
debut new authentication options based on FIDO2 and W3C standards in their browsers and other core products so online services can go beyond
passwords with stronger, simpler authentication using the same devices and security people use every day. (More)

https://fidoalliance.org/events/rsac-2018/
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Authentication for industrial applications

> FIDO for industry
»  Robotic security i
» Contactless user/device authentication

Productive [EXd]

s
Op0n®
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Open PhD Position

PhD Thesis: Secure Industrial loT Contact:
andrea.hoeller@infineon.com

At a glance

During the 3 years thesis sample system implentations in selected Industrial loT (lloT) use cases shall be built up
ensuring system security by means of correct application of basic security components, role definitons and policies,
especially in environments making use of Near Field Communication (NFC), wireless communication channels and

mobile devices.

Quick info

Location Graz Type Full time
Entry level Thesis support Contract Temporary
Job 1D 24752

Start immediately

During the 3 years thesis sample system implentations in selected Industrial loT (10T) use cases shall be built up
ensuring system security by means of correct application of basic security components, role definitons and policies,
especially in environments making use of Near Field Communication (NFC), wireless communication channels and
mobile devices.

Based on these implementations a valid projection to the future integration of new cryptographic protocols (e.g.
including post quantum cryptography) and methods shall be investigated. Parts of the thesis work will be performed
in the framework of the ECSEL project PRODUCTIVE4.0 - https://productived40.eu/ conducting research on user
authentication and authorization mechanisms by means of two factor authentication protocols according to the fast
IDentity Online (FIDO - https://fidoalliance.org/) standard and variants thereof.

https://www.infineon.com/cms/en/careers/jobsearch/jobsearch/24752-PhD-Thesis-Secure-Industrial-1oT/
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Summary

> An ecosystem and standardization are essential

> The goals of FIDO are
— good usability

SECURITY
Strong

— high privacy and security
— standardization

Weak

» FIDO 2.0 will be presented at
the RSA conference,
April 16 2018 Poor Easy

USABILITY

>
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