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IC life cycle control and root of 

trust characterization

 Current reverse engineering techniques (layer by layer, xRay, Electron 

source)

 Multiple goals (Copy, IP verification, combined attack)

 Multiple approaches (layer, xRay, Electron source)

 Features: cost, complexity, time, output

 In-house single layer reverse engineering development (sample 

preparation, sample imaging, image alignment, pattern recognition, 

statistical analysis)

 Our goal is not to reverse the full circuit but only to extract enough 

information (digital logic design, memory contents) for combined attacks 

or authenticity verification (fast, low-cost, scalable)



Sample preparation and imaging

 Low cost frontside/backside approaches

 Full area compliant

 Many different imaging parameters

 Computational power can help further now



Standard Cells Statistical Analysis

 Error-free dictionary creation

 Design and sample preparation robust 

 Able to perform large partial reverse engineering campaigns

 Intra- and inter-chip design information extraction



Hardware Trojan detection/laser fault 

attacks/memory content extraction

 SEM-based investigations:

 HT detection by correlation file design output (DEF/GDSII) or golden model

 Fine laser fault attacks

 EEPROM/FLASH content extraction

 On-going tool development, technique improvement and product application 
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