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Polynomial Multiplication using NTT

Before O(n) + O(n) + O(n log n) + O(n)

Eliminated Reduced memory
precomputation access overhead
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Now O+ 6+ 20(nlog n) + O(n)
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High-Speed lattice-based Cryptoprocessor, CHES 2014

First masking scheme for lattice-based crypto, CHES 2015
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Post-Quantum Cryptography
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CERC HOME = GROUPS = CT = POST-QUANTUM CRYPTOGRAPHY PROJECT

POST-QUANTUM CRYPTO PROJECT

NEWS -- December 15, 2016: The Mational Institute of Standards and
Technology (NIST) is now accepting submissions for quantum-resistant public-
key cryptographic algerithms. The deadline for submission is November 30,
2017. Please see the Post-Quantum Cryptography Standardization menu at left
for the complete submission requirements and evaluation criteria.

In recent years, there has been a substantial ameunt of research on quantum
computers — machines that exploit guantum mechanical phenomena to solve
mathematical problems that are difficult or intractable for conventional
computers. If large-scale quantum computers are ever built, they will be able to
break many of the public-key cryptosystems currently in use. This would
seriously compromise the confidentiality and integrity of digital communic ations
on the Internet and elsewhere. The geal of post-guantum cryptography (also
called quantum-resistant cryptography) is to develop cryptographic systems
that are secure against both quantum and classical computers, and can
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Accelerator for homomorphic evaluation:
privacy-preserving cloud computing
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400 homomorphic multiplications / s

Faster than Tesla K80 GPU
To appear in High Performance Computing Architecture (HPCA) 2018
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