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Lattice based Cryptography

“Schemes that can be made resistant to SCA attacks  at minimal 
cost are more desirable than those whose performance is 
severely hampered by any attempt to resist SCA ” [1]

[1] http://csrc.nist.gov/groups/ST/post-quantum-
crypto/documents/call-forproposals-final-dec-2016.pdf
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The physical security vulnerabilities 
of Lattice based constructions are 
understudied !!!



Side Channel Analysis (SCA) attacks on LBC

LBC Ingredients

• Matrix vector multiplication (for standard lattices)

• Polynomial multiplication (for ideal lattices)

• RNGs/ XOFs/ Hashes

• Error Sampling

•Discrete Gaussian sampling

•Binomial distribution



Error Sampling Evaluation in 
Hardware

Area Improvement

Error Sampling has been targeted for noticeable timing/ cache attacks

Comprehensive evaluation of Discrete Gaussian Samplers - offers recommendations on most 
appropriate sampler to use for encryption, authentication, high-speed applications etc..

Proposed independent-time hardware designs of a range of samplers offering security against 
side-channel timing attacks

Independent time Gaussian error samplers on custom hardware



Protecting error samplers against Fault injection attacks

Increasingly powerful statistical 
analysis tests to detect increasingly 
sophisticated fault injection attacks 
including 

• zeroing attacks

• randomization 

• early loop abort

8%

44% 

400%

Resource 
overhead



Addressing SCA countermeasures for LBC

• Open Questions
• Modelling/profiling of SCA Leakage for LBC schemes.
Evaluating SCA-vulnerability
Which schemes/ underlying modules are naturally least SCA-
vulnerable? Application recommendations...

• Early warning signs detection by at higher abstraction level
by a formal treatment of SCA leakages.

• EDA aided user directed SCA countermeasures insertion.

• Multiple SCA countermeasures are not studied together,

e.g., masking+parity checks=new vulnerability?
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Thank you

Questions?


