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Attacks
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Lots of attacks in recent years…

All these attacks exploit microarchitectural 
bugs or side channels at the hardware level

3



Enclave shielding runtimes

TEE promise: enclave == “secure oasis” in a hostile environment

but application writers and compilers are largely unaware of isolation boundaries!

Trusted shielding runtime transparently acts as a secure bridge on enclave entry/exit
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Our recent paper at CCS’19
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What did we find? 

Summary: > 35 enclave interface sanitization vulnerabilities across 8 projects 
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What did we find? 

8



Responsible disclosure

• Fortanix-EDP => Security patch in the Rust compiler

• Intel SGX => CVE-2018-3626 and CVE-2019-14565

• Microsoft Open Enclave => CVE-2019-0876, CVE-2019-1369 and 

CVE-2019-1370

• Findings in open-source projects have been acknowledged in Github

All of our attack code is available in Github:

https://github.com/jovanbulck/0xbadc0de.
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Paper at S&P 2020!!
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Defenses
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Software defined networks
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Different apps written by 
app developers (App store)

Physical switches can now be 
divided into several various 
switches



Improve user authentication

• Use context information (e.g., geographical location)

=> Trusted input from sensors

• Bring your own device (BYOD) scenarios 

=> Adversary can have root privileges in the device
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