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EUR millions
600

500

400

300

200

100

International losses due to card
skimming have raised from €87 million
In 2018 to €700 million in 2019

European ATM Security Team (EAST)

https://www.association-secure-transactions.eu/tag/card-skimming/
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European Central Bank, Fifth
report on card fraud,

September 2018
https://www.ecb.europa.eu/pub/cardf
raud/html/ecb.cardfraudreport20180
9.en.html#tocl



The Problem
Storing the sensitive data in the non-volatile

memories

The Solution

Physical Unclonable Functions (PUFSs)




PUF-based Identification Protocol
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Vulnerable against
eavesdropping attack




gPUF-based Identification Protocol
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But how about security against a
Quantum Polynomial-Time (QPT)
adversary who has access to the
gPUF and can guery it polynomial
number of times?
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Conclusion

Future Work
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