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The TimeTrust Project part of UK RISE ( Research Institute in Secure Hardware and Embedded Systems)

Robust Timing via Hardware Roots of Trust and Non-standard Hardware -with Application to EMV Contactless Payments- (04/2019 – 11/2022)



TimeTrust Research:

▪ The Closer You Look, The More You Learn: A Grey-box 
Approach to Protocol State Machine Learning, CCS 2022

▪ Practical EMV Relay Protection, S&P2022

▪ Security Analysis and Implementation of Relay-Resistant 
Contactless Payment, CCS2020

▪ plus papers on side channel resistance for sel4, ICS hardware 
vulnerabilities, theory of distance bounding, attack on Knox v2  

Protection for EMV from 

Malicious Shop Readers 

Using Trusted Hardware
Fuzzing Methods to 

find logical flaws
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Relay protections

relay resistant protocol

relay protection

vs vs



Life was good in 2015

▪ The world stops a deadly virus (Ebola) by taking swift science-based measure. 

▪ 195 countries sign the the Paris Climate Agreement.

▪ Global poverty at record low.

▪ Mr. Robot was released. 

▪ There was finally a good Star Wars film
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Broadcasts magic bytes

Attacker switches TTQ 

to online for offline 

mode

Attacker switches CTQ 

to say user auth. was 

done

An IAD check would 

stop this, but it’s not 

checked

SDAD shows attack, but 

reader is in online EMV 

mode, so doesn’t check 

this

Replay Cached 

static records to 

avoid timeout





Mastercard Relay Resistant Protocol

vs



Mastercard Relay Resistant Protocol



Visa’s Relay Protection Protocol

▪ Works at ISO 14443 Level 1, so really good timing! 

▪ Broken due to rookie protocol mistakes.

▪ They aimed to only protect against attacks using COTS mobile 
phones but failed to do that. 

▪ Models in Tamarin and ProVerif, but not really needed.



Application level Anticollision level



L1RP
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Support @ L1 Signal L1RP
Support @ L3

Strict timing @ L1

Bind random @ L3



Adding our Protocol to the ISO 14443 Standard

▪ March: Reach out to the ISO/ IEC 14443 BSI UK mirror group

▪ July: Present the proposal to them in person and get their approval.

▪ August: get support of EMV Co. and NXP

▪ Oct: They took it to ISO smart card security working group ISO/IEC JTC 1/SC 

17/WG 8, Berlin, who have approved the addition in principle.

▪ Next, we write a full draft to by voted on by all ISO countries (usually follows 

the working group) 



Question?


