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Abstract—This paper proposes a new PUF, namely Multi-
incentive Delay-based PUF (MID PUF), which utilizes the fast
carry logic (FCL) of Field Programmable Gate Arrays (FPGAs).
The proposed MID PUF is completely and efficiently implement-
ed in XOR gates of FCLs. Compared to other single signal excited
PUF designs, e.g. Arbiter PUF, multiple excitations are applied on
the same delay line to produce multiple outputs. To the authors’
best knowledge, this is the first strong PUF based on only FCLs.
The proposed MID PUF is implemented on Xilinx Spartan-6
XC6SLX9 FPGAs and a reliability experiment is carried out
under the operating temperature in a range of 0°C~70°C. The
experimental results show that the proposed MID PUF has a high
uniqueness and reliability performance, as well as low hardware
consumption. Due to its advantages in both hardware efficiency
and PUF metrics, the proposed MID PUF is promising for low-
cost security applications on FPGAs.

Index Terms—PUF, multi-incentive, uniqueness, reliability,
low-cost

I. INTRODUCTION

With the development of edge computing, the security of
ubiquitous distributed terminal nodes has become more and
more important as these nodes are sensitive and vulnerable to
multiple attacks. It is important to ensure their security during
communication and data processing. However, the traditional
security methods are impractical to be implemented on the
low-cost edge devices that have limited hardware resources.
Moreover, the traditional methods always need to store secret
keys in non-volatile memory (NVM), which is vulnerable to
side channel attacks (SCAs).

A physical unclonable function (PUF) is a circuit design
which utilizes the process variations which occur during
manufacturing in order to generate a unique intrinsic identifier
for an electronic device, e.g. a digital fingerprint. This type
of circuit has a number of desirable features from a security
aspect, such as the ability to provide low-cost identification
of an integrated circuit (IC) or to provide a variability aware
circuit that returns a device specific response to an input
challenge, even though the circuit itself is the same. Hence,
PUF is a promising security primitive to secure low-cost IoT
devices.

Since the introduction of the PUF concept, a number of
PUF designs targeting FPGAs have been proposed. The Ring
Oscillator (RO) PUF [1] [2] uses identical ring oscillators
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to exploits the frequency difference which is determined by
path delay. CRO PUF [3], RRO PUF [4] and XCRO PUF
[5] are variants with reconfigurable features. Look-Up-Tables
(LUTs) are commonly used to implement ROs for these RO
based PUF designs to extract the difference between LUTs.
The PUF in [6] was proposed to use Multiplexers (MUXs)
in FCL block as shown in Fig. 1 to extract frequencies of
different LUTs (configure LUTs as shift registers), other than
the physical differences of FCL circuits. Hence, it still extracts
the differences between LUTs. FPGA has a large number of
FCL resources, rarely utilized by previous PUF designs. The
Arbiter PUF [7] generates a 1-bit output by comparing two
signal propagation delay lines through two symmetrical signal
transmission paths. A large number of switch components
(MUXs) is needed to achieve high randomness. However,
single excitation utilized decides only one 1-bit response per
n-bit challenge. To improve the utilization of PUF circuit,
multiple excitation can be employed. The principle of multiple
excitation is that the step signals are sent multiple times
in a short period of time. When the multiple excitation is
loaded into the transmission paths, the transmission circuits
can produce multiple responses simultaneously. Specifically,
the main scientific contributions of this paper are as follows:
¢ A novel FCL-based reconfigurable PUF (MID PUF) is
proposed to explore the characteristics of FCLs. It is the
first time to design a PUF completely using FCL logic
units according to the authors’ best knowledge.

« Multiple excitation strategy is designed to transmit signal-
s in the delay lines to improve the efficiency of hardware
circuit design.

e The proposed MID PUF design is implemented on Xilinx
Spartan-6 XC6SLX9 FPGAs and a reliability experiment
is carried out under the operating temperature in a range
of 0°C~70°C. The experimental results show that the
proposed MID PUF design has a high uniqueness and
reliability, as well as low hardware consumption.

II. THE PROPOSED MID PUF

The overall block diagram of the proposed MID PUF,
including core MID units, challenge & response generation
modules and signal control unit, is shown in Fig. 2. Signal
generator or chip clock signal multiplied by PLLs block is
utilized as a clock source for the MID unit. The signal control
module generates a clock signal into the delay chain and an
enable signal (EN) at an appropriate time to control the signal
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Fig. 1. A FPGA based PUF using FCL block [6].
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Fig. 2. Overall block diagram of the proposed MID PUF.

transmitted at the MID delay paths. The MID units are the
core delay elements utilizing manufacturing process variations
to produce unique responses. Multiple MID units can be
employed in the proposed MID PUF to provide additional
entropy for responses. The challenge generation modules are
designed to generate challenges of the proposed MID PUF
design.

The main objective of delay-based PUFs is to extract the
delay difference of FPGA or ASIC circuit. Normally, basic
components such as buffer gates or inverters are utilized to
build delay lines. The proposed MID PUF also uses these
components, but adopts FCL to extract delay differences
between two identical delay lines. Fig. 3 shows a single MID
unit design for the proposed MID PUF. The MID unit consists
a reconfigurable FCL block chain. Although the same input
signal propagates on two parallel delay lines, the underlying
gate and net delay variations result in a subtle delay difference
between them. The edge sensitive registers are used to acquire
and store the signal on the delay lines and XOR gates are

used to discriminate the same or different levels of signals
transmitted in the delay lines. The EN signal is used as
the enable signal of the register and the CLK signal can be
used as Multiple excitation signal due to its periodicity and
stabilization. The clock signal transmitted on a delay path
and the enable signal is precisely controlled. Thus, the rising
and falling edges of the clock signal for the delay paths are
relatively fixed. Compared with the conventional arbiter PUF,
the MID PUF can produce more response bits due to its
additional incentive scheme of transmission paths.

Four inverters of the delay lines as shown in Fig. 3 can be
implemented by FCL as shown in Fig. 4b. The XOR gates in
the FCL block can be configured as inverters or buffer gates
due to the logical characteristics of XOR gate. As shown in
Fig. 4a, the two inputs of the XOR gate can be denoted as
A and B, and the output be Q. When configuring the pin A
level, the relation of output of the XOR gate (Q) and input
(B) is given as follows: (1) When A = “0”, Q = B, the XOR
gate acts as a buffer gates. (2) When A = “17, Q = B and
the XOR gate operates as an inverter. If the input port of a
FCL block (DI(3:0), CYINIT, CI) is set to high to assert upper
input port of the XOR gate high, the four XOR gates in the
FCL block are configured as four inverters. If the output and
selection of the FCL module are linked in an orderly way, the
module will be configured as four inverters connected end to
end. For instance, if O(0) output port is connected to S(1),
the signal propagated through the solid path (red) from the
input pin S(0), then passes through the connection outside the
module and transfers to the next stage path marked with the
solid line (yellow).

As shown in Fig. 3, the signal of each inverter at the clock
edge will be sampled to generate a valid data. The invalid data
collected in the registers are usually zero as shown in Fig. 5.
Although the invalid data has no influence to the valid data,
it results in a significant increase in the proportion of zeros
in the response. Moreover, the randomness and uniqueness
of a response can be significantly decreased due to the high
proportion of zeros. The response generation of Fig. 3 can be
used to remove the invalid data. The XOR layer in the response
generation can also be used to remove the offset of zero in
the response due to the logical characteristics of an XOR gate.
The response generation module also resists to clock jitter and
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Fig. 3. The schematic of MID PUF.
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Fig. 4. (a) The truth table of an XOR gate. (b) Four OR gates configured by
FCL block.
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Fig. 5. Invalid data that are not sampled at the clock edge.

clock offset to some extent, thus ensuring the stability of the
response data.

In the most previous proposed PUF structures, reconfig-
urable components such as MUX and XOR gates are used
to build reconfigurable PUF structures, thus increasing the
entropy of response. Delay lines in the MID PUF can also
be reconfigured by adding MUXs. As shown in Fig. 6, each
delay line can be reconfigured by using a MUX to select one
of two parallel FCL blocks connected to the MUX. An n—bit
challenge is applied to the selection port of MUXs. It can
change two pathways at the same time to utilize different
FCL blocks. This improvement can provide a larger number
of independent response and make MID PUF a strong PUF.

III. THE IMPLEMENTATION OF MID PUF oN FPGA

To validate the proposed MID PUF design on FPGA, we
implement it on four Xilinx Spartan-6 XC6SLX9 FPGAs. The
configurable logic blocks (CLBs) are the main logic resources
to implement sequential and combinatorial circuits on FPGAs.
A CLB element contains a pair of slices which has no direct
physical interconnection on Xilinx Spartan-6. There are three
type of slices, SLICEX, SLICEL and SLICEM, on FPGA.
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Fig. 6. FCL block chains.
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Fig. 7. FPGA implementation of the MID unit.

SLICEX, the basic slice, does not contain FCL structure and
Wide Multiplexers. SLICELs and SLICEMs are the superset
of SLICEX. Xilinx Spartan-6 XC6SLX9 FPGA has one FCL
block in the SLICEL and SLICEM. Fig. 7 shows the hardware
implementation of one MID unit for the proposed MID PUF
design on FPGA. The components in light blue and red
colors represent the upper and lower delay lines implemented
by FCL blocks, respectively. The components in red color
represent the FCL blocks implemented on SLICELs and the
ones in blue color represent the FCL blocks implemented on
SLICEMs. The XOR gates in the response generation module
are synthesized by look up tables (LUTs) as shown in blue
color in Fig. 7. The FCL blocks are placed in parallel to
ensure the same wire delay for both paths. The response is
only affected by the physical characteristics of the fundamental
electronic element.

IV. EXPERIMENTAL RESULTS

The proposed MID PUF design is implemented in 4 Xilinx
Spartan-6 XC6SLX9 FPGAs and evaluated under the operat-
ing temperature in a range of 0°C~70°C. In this section, two
most important PUF metrics, uniqueness and reliability for
the proposed MID PUF design are analyzed. The hardware
resource consumption on FPGA is investigated and compared
with previous RO PUF designs. In the experiment, four iden-
tical proposed MID PUFs are implemented in different areas
on one FPGA. Hence, 16 proposed MID PUFs are provided
for the experiment. 16 instances of FCL block chains are
instantiated in the chain module to generate a 64-bit response.
The number of CRPs used to evaluate the uniqueness and
reliability for the proposed MID PUF design is 5,000.

A. Uniqueness

The response should be distinguishable from each other
generated by different PUF instances when the same challenge
is applied. The inter Hamming distance (HD), described in
[11], is normally utilized to estimate the uniqueness of a
PUF design. The ideal value of uniqueness should be 50%,
indicating that there is no correlation between the outputs of
different PUFs in different devices. The uniqueness result for
the proposed MID PUF design is shown in Fig. 8a, where the
average value of inter-chip variation is 47.2%, close to the
ideal value.
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Fig. 8. Uniqueness and reliability of proposed MID PUF.

TABLE I
UNIQUENESS AND RELIABILITY OF FPGA-BASED PUFS

Types Uniqueness  Reliability
RO PUF [1] 46.1% 0.48%
CRO PUF [3] 47.31% 0.86%
RRO PUF [4] 49.97% 2.60%
XCRO PUF [5] 48.85% 2.28%
Proposed PUF 47.2% 0.73%

B. Reliability

Similarly, the response of a PUF design should remain
the same under different operating conditions. However, it
is sensitive to the external environment, e.g. supply voltage
and environmental temperature. To investigate the reliability
of the proposed MID PUF design, a commonly used intra-HD
method is applied. The definition of reliability is provided in
[11]. The reliability result for the proposed MID PUF design
is shown in Fig. 8b, the average value of intra-chip variation
is 0.73%, which is small compared to other RO PUF design
as shwon in Table 1.

C. Metrics Comparison

The average uniqueness and reliability of several represen-
tative RO PUF designs are presented in Table I. It shows that
the proposed MID PUF has better uniqueness result than the
conventional RO PUF design but not as good as the CRO PUF,
RRO PUF and XCRO PUF designs. However, the proposed
MID PUF achieves higher reliability result than the CRO PUF,
RRO PUF and XCRO PUF designs but the conventional RO
PUF design. Hence, it is a tradeoff between uniqueness and
reliability for the proposed MID PUF design in a practical
application.

D. Hardware Resource Consumption

In this paper, we use the same metric which called Unit
Response Cost (URC) as shown in (1), introduced in [12],
to evaluate cost efficiency for a PUF design implemented on
FPGA. The CLB is the basic resources of FPGAs and URC
denotes the number of CLBs required for per bit response.

Ncrs

URC =
Rprr

(1)

where Rprr is the number of response bits, while Nopp
denotes the number of required CLBs to generate Rpyr bit

e I:L.q
oL @ T‘*an
" \%M:;S
.\%\_‘ﬂ}
= = Se-eo0so00e Soos60e000n
8 >3,
g 10 : \Miﬂ?
@ =,
c
g \:‘**“*—*—H—M_._H
& T
o 107 ‘n\&
=4
S N
—S—ROPUF NN
s CRO&RRO PUF .
107 —#—XCRO PUF ‘n\“
Proposed PUF (100Mhz) N
—=— Proposed PUF (200Mhz)
Proposed PUF (400Mhz)
108
0 5 10 15 20 25 30 35

The number of CLBs
Fig. 9. URCs of RO, CRO, RRO, XCRO and the proposed MID PUFs.

response. Thus the lower the URC, the higher the hardware
efficiency of the design. The URC of RO, CRO, RRO, XCRO
PUF are provided in [12]:

When the frequency of clock source is 100MHz, using
16 CLBs, which include 16 FCL blocks, the MID PUF can
generate 2 possible bits by configuring different paths. The
ouput layer can be implemented in the same CLBs with the
FCL blocks. The URC of the proposed MID PUF is calculated
as (2).

16n
URC = o 2)

Fig. 9 shows that the hardware resource consumption of the
proposed MID PUF design is significantly improved. When the
number of CLBs for the proposed MID PUF designs is greater
than 20, the URC of MID PUF is exponentially lower than the
other PUF designs, including RO PUF, CRO PUF, RRO PUF
and XCRO PUF designs. Furthermore, it also demonstrates
that hardware efficiency of the proposed MID PUF increases
significantly when increasing its clock frequency. The higher
the frequency, the more the clock edge and the larger the
number of valid data. Hence, the proposed MID PUF design
achieves a significant lightweight performance than the other
PUF designs.

V. CONCLUSION

In this paper, a novel MID PUF design, which utilizes
the FCL of an FPGA, is proposed. It is the first time to
design a PUF completely using FCL logic units according
to the authors’ best knowledge. Multiple excitation strategy is
utilized to transmit signals in the FCL delay lines to improve
the efficiency of the hardware circuit design. The proposed
design has been implemented in Xilinx Spartan-6 XC6SLX9
FPGAs with a fixed location of the delay lines to achieve a
balanced routing. The proposed MID PUF design shows good
uniqueness and reliability results compared with other delay-
based PUFs. Moreover, it uses significantly less hardware
resources to produce responses than other designs. Hence, the
proposed MID PUF is a promising candidate for lightweight
IoT applications.
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