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Abstract—Delay-based physical unclonable function (PUF) de-
signs use the random delay differences in circuit transmission
to extract response. In the existing PUF designs, there are
few studies on investigating the link between process variation
and PUF performance. The experimental data can reflect the
performance of the new design to a certain extent, but lack
of theoretical analysis to provide thorough information. In
this paper, a theoretical model for delay-based PUF designs is
proposed. An analysis of the delay-based PUF improvements
by existing design strategies is also investigated. Moreover, a
guidance to develop and improve future delay-based PUF designs
using the proposed theoretical model is also given in this paper.

Index Terms—Delay-based PUF, theoretical analysis, improve-
ment strategies, performances

I. INTRODUCTION

Physical Unclonable Function (PUF) [1], which can ex-
tract uncontrollable manufacturing differences and generate
signals from circuits, is a promising security primitive for
key generation and authentication for IoT devices. According
to the different implementation principles [2], PUF designs
include delay-based PUFs and memory-based PUFs. Delay-
based PUFs [3] extract the response signal by utilizing the
random delay differences in circuit transmission. Arbiter PUF
(APUE, also called MUX-based PUF) and RO PUF are two
typical delay-based PUFs. The delay elements in the PUF
circuit can be modeled by Gaussian distribution.

The performance of a PUF design can be evaluated by
PUF metrics [4], e.g., uniqueness and reliability. Uniqueness
reflects the independence of the response generated by the
same type of chips. Reliability represents the stability of
the response of a PUF design over different environmental
conditions. The effect of the selection of arbitrator elements
and gate sizes on APUF delay variations has been analyzed
in [5]. However, the underlying parameters were regarded as
fixed values, and adjustments were needed at higher levels. For
example, the introduction of feed-forward structure [6] in the
original APUF structure can increase uniqueness. However, it
is difficult to improve both uniqueness and reliability for the
PUF architecture due to constraints involved in the adjustment
strategies. Therefore, the design of strong PUF often entails
tradeoffs between reliability and unpredictability (including
uniqueness and randomness) [7]. Post-processing techniques
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can be utilized to alleviate or eliminate the constraints for
PUF designs. For example, using error correction code [8]
can improve reliability/stability without affecting uniqueness.
Specific challenge choosing mechanism [9] can improve u-
niqueness and reliability simultaneously. Since the unstable
outputs are concentrated in the case of two comparison paths
with similar delay, this mechanism can filter out the challenges
for this situation and control the ratio of outputs 0 or 1 to
improve both uniqueness and reliability [7], [10].

In order to perform theoretical analysis, mathematical mod-
els for APUF [13] and RO PUF [11], [12] have been studied.
In [13], mathematical models for the relationship between
uniqueness and reliability for an APUF was proposed. The
influence of the number of stages on the performance of an
APUF was analyzed. However, these theoretical analyses are
rarely applied to guide the design of PUF. Most PUF designs
are implemented directly in hardware, and the performance of
the design cannot be known until it is tested by experiments,
which is inefficient and time consuming.

In this paper, the impact of new structures on PUF perfor-
mances are analyzed before implementation. The differences
of this paper with the existing works are as follows. Firstly,
the outputs of APUF and RO PUF are modeled in the same
form. Secondly, the impact of some design strategies on the
performance of PUFs is analyzed. Hence, the performance
of new PUF designs can be estimated before experimental
implementations. An explanations of the constraints in struc-
ture design is provided and the reason that post-processing
strategies can break through these constraints is also revealed.

II. RELATED WORKS

For an APUF, one bit output is determined by N switch
components [13]:

Lrny > Aarp

0,rn < Aapp M

R = sign(ry) = {

where A4, is a constant caused by skew effect of arbiter,
and r is the delay difference of two comparison paths under
a fixed challenge:

rv = (DA, ©)
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where C! = @é\;iﬂ(}’j and Cy = 0. Assume that in one
component, the delay difference A; between top and bottom
follow a Gaussian distribution:

A; = D! — Db ~ N(0,20?) (3)

and we can get 7y ~ N(0,0%), where 0% = 2No2.
According to [11], in an original RO PUF, the delay of an
inverter is:

D; = Davg + -Dpv + Dhoise (4)

where D4 is the average delay of the RO and is a constant,
D, is the delay component due to the process variation, and
Dy, ~ N(0, afw). D,pise 1s the delay component due to the
noise factor, and D,,,se ~ N(0,02_...). The delay of RO

’» ¥ noise
composed of N inverters is:

N

DRO = Z (Davg + Dpv + Dnoise)
=1

®)

Then we can get Dro ~ N(pro,0%p), wWhere ugro
N‘Davg’ and 01230 = N(Ugv + 0—7210i56)'

According to the assumption on the components, the delay
difference of APUF and the delay of single RO in RO PUF
also obey Gaussian distribution. To verify this, the simulation
results of 100-stage original APUFs were statistically calcu-
lated in [13], and Gaussian fitting curve was performed on
the distribution. [11] measured and counted the frequencies
of ROs of different types implemented in hardware. [12]
also performed a Gauss fitting curve for the RO frequency
distribution under fixed measurement time. The statistical
results and Gaussian fitting curves verify the correctness of
delay-based PUF output model and reflect the characteristics
of its output distribution.

Let P(R =0/1) represent the output probability of 0/1.
Based on the establishment of the output model, Lao et al.
[13] derived the main two performance metrics of APUF:

Uniqueness =1 —[4P(R=1)(1-P(R=1)) — 1|

(6)
)

where the ideal values of uniqueness and reliability are 1, and
P;pirq 1s the flipping probability of intra-chip responses, and
in an original APUF,

Reliability = 1 — Piprg

N N
Pipira=P Sign(Z(Sz‘+ni)—AArb) # Sign(Z(Sﬂ'n/i)_AArb)]
i=1 i=1

1 1 tan ol )
== — Zarctan(y| ————
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The analysis of this paper is mainly about uniqueness and
reliability.

III. THEORETICAL PERFORMANCE ANALYSIS

As mentioned above, the delay of a single RO in original RO
PUF obeys Gaussian distribution, but the oscillation frequency
Fro is inversely proportional to its delay:

AT

Dro
where AT is the measurement time of the counter in RO PUF.
Strictly speaking, F'ro does not obey the Gaussian distribution
as Dgro does. However, AT is much larger than Dgo, and
Dpgro > 0. This makes the distribution of Fro close to a
Gaussian distribution. This is also the reason why the Gaussian
fitting curve of the RO frequency distribution in [12] does not
completely coincide.

Considering that the output of RO PUF is also a comparison
of two ROs, and

RRO:{

where AF' is the frequency difference of the two ROs:

AT AT 1 1
- — AT < _ > (11
Dro1  Dro2 Dro1  Dro2

9

Fro =

1,AF >0

0,AF <0 (10)

AF =

Then we can get

P(Rpro =1) = P(AF >0)

(12)
= P (Dro1 < Dro2)
and 1,AD <0
) <

where A D is the delay difference of two ROs, AD = Dgo1—
Dpros2 . According to the assumed delay distribution of RO,
Dro ~ N(pro,0%) we can get AD ~ N(uap,oip)s
where 03 ;, = 2N (07,407, )- deally, iap = ADgyg = 0.
However, the different locations of the RO in the hardware
will cause the difference in the mean value of the frequency
distribution [14]. This means that the mean values of their
delay distributions is different, so here we set AD,,, to be a
constant.

This output model of RO PUF is similar to APUF, meaning
that their outputs are identical to their delay differences of the
respective internal paths. This allows the performance analysis
on both PUFs. PUF structures that are difficult to model are
often considered to have better security [15], but they are only
supported by experimental data. In this paper we only discuss
the PUF that can be modeled.

A. Uniqueness

By observing the output model of the delay-based PUF, we
can find that the existence of A4, in APUF and AD,,, in
RO PUF is the main cause of P (R =1) # P (R =0). This
leads to a certain difference between the uniqueness and its
ideal value of 1. At the same time, the variation of o2 ( 2N 03
of APUF, 2N (02, + 02,;,.) of RO PUF output distribution
can also change the output probability. Therefore, in order to
improve the uniqueness of delay-based PUF, it is necessary
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to make some adjustments on the basis of the original PUF
structure to reduce the influence of A 4,y / ADgy,g, Or increase
the variance of its output distribution, so that P (R =1) is
closer to 0.5.

B. Reliability

Reliability in PUF can be seen as its ability to resist noise.
If noise does not easily change the output of PUF, then it has
a good reliability. The area near the decision threshold (z =
Ay of APUF, x = ADg,, of RO PUF) is unstable. In this
area, the output of PUF is easily affected by noise and jumps
to the other side of the decision threshold, and metastable
state may occur, resulting in an unpredictable output. From
the above reliability function of APUF in Section II, it can be
found that the larger the ratio of the delay distribution variance
to the noise distribution variance ( m, specifically) of
the single stage in the APUF, the closer its reliability is to
the ideal value of 1. The existence of A 4,; has an impact
on the reliability of APUF. From the last item of the Pj,;q
function, A 4, provides a good contribution to the reliability

of the APUF. Howeveras (1 — =,/ — +02 \/ JQ‘fJQ ))

is close to zero, this effect is tlny [13]

From the above analysis, it is necessary to increase the
impact of A 4,, on APUF output in order to increase reliabil-
ity. Similarly, the impact of AD,,, needs to be increased in
RO PUF to improve reliability. This is exactly the opposite
of the measure to improve uniqueness. That is to say, the
improvement strategy of the PUF structure will inevitably
lead to a slight decrease in reliability while improving the
uniqueness.

arctan(

C. Constraints on Structure Design

The structure design of delay-based PUF can only affect
its performance by changing the two parameters of the output
Gaussian distribution. This gives it two constraints:

« Since the methods of increasing uniqueness and reliability
are completely opposite, this makes it hard to simultane-
ously improve the two metrics.

o Since the unstable area is usually near the mean value
of output distribution, this makes it difficult to eliminate
the unstable area completely, and leads to a certain gap
between the reliability and its ideal value.

The analysis in the next section will verify and explain the

existence of these constraints.

IV. DESIGN STRATEGIES
A. Structure Design Strategies

As mentioned above, since reliability is not that easy to
improve, the existing work on PUF structure design focuses
on how to improve uniqueness. In the original APUF structure,
reducing or eliminating the skew effect of arbiter (changing
the value of A 4,) is undoubtedly the most direct and effective
way to improve the uniqueness, but this is limited by the
inherent performance of the arbiter and does not seem to be
easy to implement. Therefore, many researchers have made

some adjustments to reduce the negative impact of A 4, on
uniqueness. As shown in Fig. 1, assume that x = A4, is
on the right side of y-axis. If the new adjustment design can
increase the o2, it means that the distribution curve is flatter.
The area Sa of the shadow part represents the increment of

P(R=1), and
Aary exp 2UA) 63617(2722)
Sa = / Jdo  (14)
V 27TUA 2#02
in the new output,
P(R=1)=P(R=1)+ 5a (15)
Original

Probability

Modified <

0

Delay Difference

Fig. 1. Probability density function of the delay difference in APUF.

The uniqueness of the new output is:

Uniqueness' =1 —[4P'(R=1)(1 - P'(R=1)) — 1]

=4P' (R = 1)(1—P’(R: 1))
(16)

For convenience, let ;' = P'(R=1),P, = P(R = 1), then
we can get

Uniqueness’ — Uniqueness

=4P'1 (1 —P'y) — 4P (1 — Py) 17)

=485 (1 —2P'1 + Sa)
As SA > 0and 0 < P(R=1) < P'(R=1) < 0.5,

Uniqueness’ — Uniqueness > 0 is obtained. This proves
that the uniqueness can be improved if the variance of output
delay can be increased by adjusting the structure of delay-
based PUF. In the existing structure designs, the introduction
of feed-forward and its variants [13] in APUF improves the
uniqueness in this way.

Unlike the A4, in APUF, in RO PUF, AD,,, can be
changed by structural adjustments. According to the RO PUF
model, the closer the mean value of the RO delay (frequency),
the smaller the ADg,, will be. So the improvement of RO
PUF is mainly to find a way to reduce ADq,,.

As shown in Fig. 2, assume that © = A D, is on the right
side of y-axis, and

P(R=0)=*_5p

2 (18)
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Fig. 2. Probability density function of the delay difference in RO PUF.

where
ADavg exp(5-5—)

0 'V 27r0?20
represents the area of the shadow part. If the new adjustment

design can decrease AD,,g, it means that the shadow area
Sp will be smaller. According to the function of uniqueness:

Uniqueness =1 —[4P(R=1)(1-P(R=1)) — 1|
=4P(R=0)(1-P(R=0))
=1-45}

Sp = 19)

(20)

This means that the uniqueness of RO PUF will increase
as Sp decreases, and proves that the uniqueness can be
improved by decreasing AD,4. In [14], the authors conducted
a large number of comparative tests on different types of
RO (with different mean value of frequency distribution).
Their experiments also showed that the closer the frequency
distribution was, the better the output uniqueness would be.
According to the correlation between the frequency of RO and
position on the chip, in [16], the researchers chose the ROs
which are closer to the relative position (with smaller AD,4)
to combine, and achieved a higher uniqueness of RO PUF. We
can get these experimental results in [14], [16] by theoretical
analysis.

In RO PUF, its main drawback is low hardware utilization.
The original RO PUF can only get one output by comparing
two ROs. Therefore, some researchers have proposed the
design of CRO PUF [16] based on the idea of different
paths allocated by challenges in APUF. It greatly increaces
the number of response bits. This approach is also used to
improve performance, similar to [16], by configuring ROs with
close frequencies to enhance uniqueness. In addition, in [17],
the authors also select ROs with large frequency differences
for comparison to achieve higher reliability. This method of
improving reliability is contrary to the method of improving
uniqueness, further confirming our proposed constraints on
structure design.

Based on the original APUF and RO PUF, we can build an
output model for the new structure design. Then by analyzing
the changes of the output distribution, we can understand
the performance changes of the new design, before hardware
implementation and experimental testing.

B. Post-processing Strategies

Due to the characteristics of structure design, there ex-
ist above mentioned two constraints. However, the post-
processing strategies can alleviate or eliminate these con-
straints. Error correction mechanism [8] can improve the
reliability of PUF output without changing the uniqueness.
According to the output distribution of delay-based PUF, the
output instability occurs when the delay difference between
two comparison paths approaches 0. In CRPs selection mech-
anisms [7], [9], challenges of this situation are removed, the
reliability of the PUF can be significantly improved. And with
the control of ratio of 0/1 in the output bits, the uniqueness
of the PUF output improved simultaneously.

The fundamental reason that the post-processing strategy
can break through these two constraints is that it can directly
delete bad outputs (unstable CRPs) without affecting other
outputs (stable CRPs), which is not possible with structure
design. However, the extra cost is also needed.

V. CONCLUSIONS

Delay-based PUF generates random responses based on the
delay of components and wires in the circuits, and the variation
of this delay obeys Gaussian distribution. This makes delay-
based PUF easy to be modeled, and is conducive to theoretical
analysis of its performances before implementation. Through
our work, we obtained the following conclusions:

o PUF internal comparison circuit adjustment (such as the
feed-forward structure, XOR operation, etc.), compared
to the original structure, cannot enhance the uniqueness
and reliability at the same time. The fundamental reason
for this is that they can only affect the parameters of the
Gaussian distribution, but cannot change the fact that its
output is still obeys Gaussian distribution.

o The post-processing strategies of PUF can break through
the above constraints, enables the uniqueness and reli-
ability of PUF performance to be improved simultane-
ously. Because they can break the integrity of the output
Gaussian distribution, just like cutting off the bad part
(unstable area) with a pair of scissors.

o Using the established theoretical model, there will always
be some differences between the analytic data and the
experimental data. As the results calculated by probability
theory are equivalent to the results of infinite sample
space, while the actual measured data are collected
from limited hardware implementations and experimental
times. But it can correctly reflect the trend of performance
under different strategies.

o The values of these performance metrics cannot fully
measure the advantages and disadvantages of a PUF. In
the designing, factors such as attack resistance, hardware
efficiency, implementation requirements, and costs should
also be considered.

Research on the theoretical analysis of PUF is very useful. It
can provide guidance for PUF designers, helping to save time
and costs. It can also provide a rigorous theoretical support
for the improvement of new designs.
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